Cybersecurity Solutions
for Small Businesses

Cybersecurity Scorecard Assessment

Dean Dorton has created a proprietary assessment process for small businesses that measures key elements of your security program
and provides actionable information to improve your organization's security posture. We don't look at issues individually, but use data
analytics to provide a holistic view of security.

Our Cybersecurity Scorecard Assessment, classified into four measurable security domains, reviews key issues and features to determine
your overall score.

EXTERNAL SECURITY ACCOUNT SECURITY

» Attack surface review » Tiered access review

» Vulnerabilities » Least privilege

» Remote authentication » Dormant accounts

» IP reputation » Privilege review - network shares

PASSWORD SECURITY

ENDPOINT SECURITY

» Malware protection
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» Group policy preference
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» Local user password management » Endpoint hardening

» Password policy
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» Endpoint compliance

» Weak password audit Vulnerabilities

COMMON CONTROLS

» Web filtering/protections

» Network intrustion detection/prevention
» Email filtering/protections

» Firewall - security zones and filtering

» Security event/alarm monitoring

» Backups

» End user awareness training

For example, a system with outdated antivirus definitions Overall Organizational Risk
does not inherently pose a tremendous risk alone. However, | |
combined with several critical vulnerabilities and a user who
logs in with full administrative rights, you have an extremely
risky situation in the context of malware or ransomware.
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Information Security Office

for Your Small Business >8%

Small and medium-sized businesses are more than ever embracing technology ranging from an Percentage of malware-related
increased use of mobile devices, remote work, social media, and cloud-based services. breaches that occurred in small
businesses in 2018.
2018 Data Breach
But did you know that your increased reliance on technology can expose Investigations Report (Verizon)

your business to the same cyber threats as your enterprise peers?

Dean Dorton's Information Security Office for Small Businesses can help you implement and
maintain an information security program to reduce cyber risks while maximizing your investment
in technology.

The first step of the process is to perform a Cybersecurity Scorecard Assessment. During the
onboarding process, Dean Dorton will implement fundamental controls to jump start your security
program. Over time, our cybersecurity team will help ensure that the program matures and that
cyber risks are minimized.
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Whether you have your own information technology department or you outsource this function, experienced a security breach.

and whether your servers are on-site or your information is in the cloud, our dedicated cybersecurity
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consultants are ready to secure your small business.
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